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The vast majority of business records
are stored electronically
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ronic Informatior

accomplish atask, such as:
— Datafiles (active or archived)
— Operating systems
— Application programs
— Computer generated communications (e.g., e-mail and
faxes)
— Voice mail messages
— Source and object code
— Data compilations

B Entire computing environment may contain
discoverable el ectronic information

B Not al relevant datawill be stored in-house
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ANOW. YOUr INEWOrK

What do you own?

What Is outsourced?

What do you lease (and when do the |eases expire)
Whose datais it anyway?

Data access costs?

What licenses must be considered?

Who administers each relevant environment?

Are there automated processes that will effect (read
ERASE) any data?
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: 1§ cales of products and services, the price movement of
2 stock,  the introduction of the acquigition of
3 ., the stock smales by '
4 | ~eacutive officers, t paricdic reporrting te the
- |

5.] sSBC, anc commuuications to the analyete and other members

7 2. Al) cther olectroeniec mail and infermation about
81 electronic mail (including message contents, header information and
5 | loge of alactrenic mgil systent usags} containing informacion about

10 | the accuracy of the public statements by and itas officers,

16 SCOGK, LI8 i1htroducticn OF T ECgUIsITIon o
17 the stock salas by executive officers,
18 periocdic reporting o tha SEC, and communicationsg

19 | to the analysts and other members of investment communicy.
20 3. All data basas (including all rscords and fields and
21 structural information in such databases) centaining any raference

22 | to and/or informaticn about the accuracy of the public statamants

23 by " and its officecs, 3 actual targetad or reported
24 financial performance and prospects, the organization and operation

5] of gales force, rastructuring and reorganizacien(e],

28 . incernal forscasting, budgeting and planning process,

27§ demand for and actual or potantial sales of products and

24 | sarvices, the pric¢e movemant of stock, the introduction of |
- g =
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Bob’'s Email Server?

Backup Tapes of Bob’s Email Server?
Bob's Desktop computer?

Bob'’s Laptop Computer?

Bob’s PDA/Pager/Cell Phone?
Backups of Bob’s Devices?
Regulatory Backups of Servers?
Bob’s Home Computer?

Bob’'s Hotmail, AOL, MSN other Personal
Accounts?




m Producing ALL of Bob'semalil islikely to be
Impossible.
B Production of all of the email still in Bob's

employer’s possession, custody and control may not
result in production of ALL of Bob’s email.

m Production of al of the email still in Bob’s
employer’ s possession, custody and control will be
expensive and time consuming.

B Production of all of the emall still in Bob's
employer’ s possession, custody and control will
result in significant duplication within the
production set.
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1} wales of producty and services, the price movement of
2 Oracle steck, tha intyoduction of the acquisietion of
3 i . thq Atock sales by
4 - exscutive officers, perioedic reporting te the
5] SBC, and commurications to the analysts and other members
5 of investmant :om;n.lni:y. .

7 2. All other electropic mail and information about
] elactroniec mail (including message contants, header information and
S loge of electronie mail system usage) containing information about
10 | the accuracy of the public statemente by and ite officers,
11 : actual tlréei:nd or raported financial performance and
12 | prospacts, the organization and operation of sales force,
13 | restrucruring and recrganizationi{s), . internal foracasting,
14 | budgeting and plannhing process, demand for and actual or petential
15 salas of products and sarvices, the price meovemant of
16 steck, the introduction of tha acquisition of
17 tha steck sales by axecutive officers,
bE: | : periodic reporting to the SBC, and communications

20

All data bases (including all racords and fields and

21 | structural informatien in esuch datahasaea) containing any refszence

" 25] of salss force, restructuring and reorganization(s),
2690 ¢ internal forecasting, budgeting and planning procass,
27 | demand fer and actual or potencial sales of products and
28 sexvices, the price movenent of stock, the introduction of
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1] sEC, and : communications to the analysts and other members

2 of investment community.

| 6. With regard to electronic data created by

.-

4} application programsa which process financial, accounting and

5| billing informaticon, all electronie data files and file fragments

11 demand for and actual oz potential sales of ¢ products and
12 zarvicea, the price movemant of atock, the inrroducticn of
13 the acquisition of . the stock sales by
14 exescutive officers, pericdic reporting to the
1s SEC, and communications to tha analysts and other members

16 of investmant community.
17 7. All files -and file fragments containing information

18 from elecktronic calendars and scheduling preograms regarding tha

19 accuracy of the public statsmsnts by and itp officerms,
20 actual targatad or reported financial performance and
21 | prospects, the organization and cpesration of palea force,
22 restructuring and reoxganization(s), t internal forecasting,

23 | budgeting and planning process, -demand for and actual or petential

24 sales of produces and services, the prics movement of
28 | stock, the iantroedustion of the acguipition of
26 . t:hn stock aales by executive officers.
27 paricdic reporting to the SEC, and communtcations

28 to the analysta and othsr members of investmant community.

12 ETTMITATTION AND [PROPOSED] ADEW ~On-RdwTHE PERARPUATTME AT BRAARNHA




F. On-Line Data Stoyage On Mainframes And’
Mipicempuvers

wieh regard to on-line storage and/or direct access storage |.

devicea attached to defendants’ mainframe conputere and/ox

minicomputers: will not modify or delete any electronic

data files which meet criteria set forth in YI.E above, unlegs a
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made and stepa have bmen takea to assure that such a copy will bhe g

rrus and correct copy of each euch electronic data file has been

Il
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14
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16
17

18

With regard to all electronic media used for off«line ataraglla.
including magnetic tapes and cartzidges and other mwedia which
contains any electronic data meeting the criteria listed in YI.E
above: will stop any activity ﬁhi:h may result in the lces
of such electropic data, including rotatiem, destructien,
overwriting and/or erasura of such media in whele or in part. This
order covers all removable i.ltct'ranic media used for data storage

in conneetion with defendanta’ computer systems, ineluding magnetic

Scvices and/oFr Wedll VALCH WEY EE IepIacea uue To Tw
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1 upgrade and/or other reaspns Lthac may contain slectronic data

2| meeting tha criteria listed in {I.E above.

So—atondoal

With regard to slectronic data meeting the criteria listed in
{1.E above, which axiagted on fixad drivem attached te stand-alone
micerocomputers and/or network workstations, .will not alter
or arase such electronic data, cr-perfurnlnﬁhg:-procndures (such as

data compression and disk de-fragmentation or optimization

eg) which may impact such data, unlese a true and correct

. will preserve copies of all application programs and
18
utilitieas which may be used to proceds electronic data covered by
13
ehis order.
" 20
K. Log of Svatem Modifications
21
will maintain an astivity leg to document modifications
23
N made to any electronie data procesaing systam that may affect the
2 f
gystem's capability to process any alectronic dacta mescing the
24 :
criteriam listed in 9YI.E above, regardless of whether auch
25 . .
modifications ware made by employess, contractors; vendors and/er
28 .
any otber third-parties.
27
28
]
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Legend

. = One cluster




6 <EOF> 0 0 0 0 0 0 0 0
0 0 0
0 0 0

Legend

. = One cluster @ = File 1




0 0
0 0

Legend

. = One cluster @ = File 1 . = File 2




Additional Contiguous Files

3 4 5 6 <EOF> 8 9 10 11 12 13 14 15

22 23 24 25 26 <EOF> 28
0 0 0 0 0 0
Legend

. = One cluster @ = File 1 . = File 2 . = File 3 . = File 4 @ = File 5

<EOF>




Addition to Existing File 3

Legend

. = One cluster Ej = File 1 . = File 2 . = File 3 . = File 4 @ = File 5




Addition to Existing File 1

23 24

25 <EOF>
<EOF>

. = One cluster Ej = File 1 . = File 2 . = File 3 . = File 4 @ = File 5




Deleted File

B

<EOF>
<EOF> <EOF>
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Legend

= One cluster Ej = File 1 . = File 2 . = File 3 . = File 4 @ = File 5




New File Added

22 23 24

25 26 <EOF>
<EOF> <EOF>

Legend

. = One cluster Ej = File 1 . = File 2 . = File 3 . = File 4 @ = File 5 . = File 6
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Slack Space
AN\

31 21 24 25 S <EOF> 28
<EOF> 32 33 34 <EOF> <EOF>

Legend

. = One cluster Ej = File 1 . = File 2 . = File 3 . = File 4 @ = File 5 . = File 6
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Sources Often Overlooked

W
Contact manager files Mainframe compuiter files
Zip and Jazz drives Network server files
CD ROMs “Recipient” E-mail messages
Floppy discs Firewall logs
Laptops & personal (home) PCs Email server files
Tape backups and restored data _ ) -
Active computer files Webbased emall (eg. “Hot Mall")
Undeleted (recovered) files Building access control system
Browser cache and bookmarks CCTV security systems
Internet postings PBX/CDR reports
External hard disk drives Voice mail messages
Web-based storage “Free Drive’ Dictation: audio tape, rom cards
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